Network Calculus for Real Time Analysis of Embedded Systems
with Cyclic Task Dependencies

Abstract tion patterns between tasks are often met. Such dependen-
cies bring completion time analysis off grounds and tends to
The paper addresses performance analysis associatecenlarge to reachability sets in timed automata signifigantl
with analysis and design of embedded real time systemsWithin the field of communication systems a theoreti-
with processor sharing among a number of processes. Thecal framework for non-stochastic performance analysis has
main contribution concerns the application of Network Cal- emerged with the network calculus (DNC) of [4], [3]. DNC
culus (DNC) principles to the performance analysis of such is based on specifications in the shape of lower and upper
systems, where complex data flow graphs prohibit the usebounds on traffic as well as service. From specifications,
of standard scheduling analysis techniques. Cyclic flow upper bounds on backlogs and waiting in queues may be
graphs take the problem into new grounds to which the the-deduced.
oretical basis for DNC is extended in this paper. An ex- This work explores how to bring DNC to use in the anal-
ample is provided to support the practical relevance of the ysis of embedded real time systems. Earlier work includ-
developed approach denoted CyNC and comparative resultsng [5] introduced DNC for embedded systems with het-
for CyNC and alternative methods are presented and com-erogenous architectures and acyclic task dependencies. A
mented. related approach is presented in [6], whengeaiodic with
jitter model is adopted. Results for cyclic flow graphs are
Keywords: analysis of embedded real time systems, network provided under theeriodic with jitter assumption in [7]
calculus, scheduling, cyclic task dependencies, timesonaaita including phase relations between events in the analysis.
[3] provides results for cyclic dependencies for affine uppe
flow constraints and lower service constraints. Results for
that approach (ADNC) are provided in this paper for com-
parison on a common example.This work provides theoreti-
Embedded systems environments induce performance:a| results for cyclic flow graphs under the more general as-
demands in the specifications for such systems. Therefor%umptions of minimum and maximum flow constraints and
performance analysis is an indispensable part of the desigriseryice guarantees.
process. Analysis of the time-related performance during nitially a short introduction to performance analysis for
design of embedded systems has been approached from vagmpedded systems is given through an example illustrat-
ious angles, such as scheduling analysis [1], completionjng a typical situation. DNC is introduced and a suggestion
time analysis [2] and model checking in timed automata for migrating this technique to the analysis of embedded
(8, 9]. systems is presented. A general theoretical basis for the
Completion time analysis assumes no or limited depen-presented approach (CyNC) is given. CyNC is illustrated
dence between tasks. Task dependence is allowed througfyr a relevant example and results are compared to ADNC
blocking in critical regions protecting shared resour€®s.  and model checking. Algorithmic complexity issues are

sults for fixed or dynamic priority scheduling, fixed cyclic  discussed before conclusive remarks are given along with
schedules and round robin exist for that case. Automata-suggestions for directions of future research.

based model-checking in real time systems is based on
timed automata modelling. Various externally observable . .
time related properties can be expressed as timed Iogica? A_naIyS'S and Design of Embedded Real
propositions, which are then transformed into timed au-  1iMe Systems

tomata augmenting the system automata model.

Frequently task dependency models allowing only mu-  The context of embedded real time systems is constituted
tual exclusion by critical regions are not feasible. F.ex. by the set of external interfaces connected to the system
in communication devicgzroducer-consumezommunica- [11]. Time analysis of external interfaces is typically-ini

1 Introduction



tiated by categorizing devices according to the time proces performance analysis should provide time bounds for the
describing how stimuli from such devices are generated.described information retrieval transaction.

Sensor and actuator devices for control purposes are typi-

cally periodically generated, whereas network interfaces 3 Deterministic Network Calculus (DNC)

often aperiodic and finally alarm sensor devices are spo-

radic.

Application domain analysis specifies functional as well as
performance demands, so that all user and system transa
tions are specified in both value and time domain. Con-
trol transactions f.ex. include reading sensor, computng
sponse and writing the response to actuator devices. Timely
behaviour is specified by an upper bouxkkss than the pe-
riodT forthg time between cont_rol requestand initiatingthe j o the traffic within(s,t] is confined tojo, (t —s), oy (t —
sensor reading as well the maximum response &raec T s)]. If 1 is fulfilled until some positive timeT, we write
between sensor-read and -write. Control subsystems deg, <. R~ oy, for

fined during design typically map to a number of indepen-

dent control tasks, which are eventually determined during aL(t—s) <R({t)—R(s)<ay(t—s) VO<s<t<T (2)
a task structuring phase, merging tasks according to vari-

ous cohesion criteria [11]. Under fixed priority scheduling Similarly the service/cpu time available withjg t] to some
completion time analysis provides response bounds. How-flow may be bounded by functiofis andfy. Itis assumed
ever completion time analysis fails to handle more complex that corresponding upper and lower boundsliaaly sep-
transactions including various patterns of inter-task cam arated i.e. there are positive ratég) > A, so that
nication. Consider the Task Architechture Diagram (TAD)

DNC assumes bounded traffic/job flows. DefiniR@)
@s the accumulated server/cpu time-requests wititj,
we say that such a flowRjj is constrained by anday
oraL < R=<ay iff

o (t—s) <R({t)—R(s) <ay(t—s) V0<s<t (1)

shown in figure 1. The task architecture constitutes the re- ac(t) SALt<Ajt<ay(t) YO<t )
. oop(t . ay(t
tI|m # =A, tI|m # =Ay
\ ¢ Communication e -
Control tasks

<2—Uﬂ1& and likewise for service bounds. Linear separation isyfairl
— = = general and fulfilled under e.g. tperiodic with jitter as-
e S sumption of [6] and [7]. Provided bounded external input
4& 3 flows, flow and service bounds may be propagated through
Data abstraction . .
a network of service elements/tasks. Computational models
for various service disciplines exist in [4],[3] and [5].

atio

Figure 1. Task Architecture Diagram (TAD) for

LAN accessible controller unit. 3.1 DNC for Modelling and Analysis of Embed-

ded Systems

DNC defines for network communications a number
sult of a preliminary design for an embedded controller unit of generic network element types. In the following a map
accesible through LAN connection. The design supports between DNC elements and their counterparts in embedded
various use cases including timgormation retrievaltrans- systems is constructed. (DNC elements are written in
action described below. Asynchronous inter-task commu-italic.)
nication has been decided to provide decoupling®fice
driver tasks from internal tasks. The design is divided into: - Interfaces to external devices are mapped to external
a number of periodicontrol tasks, anetwork transport  generatorsgenerating external traffic flows, specified by
layer interface a communication agendistributing mes-  upper and lower bounds.
sages to and from the network interface, iaformation - Message buffers are mapped to network buffers receiving
agentcompiling data into formatted replies upon requests bounded traffic and served under some discipline (FIFO,
from local user interface or from the network and finally a FP,WFQ) by aserviceelement.
data abstraction servereceiving and storing measurement - Boundedinternal flowsconnecting buffers or escaping
data from control tasks. system boundaries model message streams between pro-
A task communication scenario corresponding tardar- cesses.
mation retrievaltransaction is indicated by sequence num- - Execution processes map &ervice elementserving
bering in figure 1. Under assumed external traffic bounds, buffers and specified by lower and upper service bounds.



- Flow convergenceelements, where traffic flows are ag-
gregated model message flows entering a common buffer.
- Flow divergenceslements where traffic flows are split into

Ao, +Ua anda, = Aaj +La, whereA is a stable ma-
trix of scaling factors defined by system data flow, vec-
tors {ay,a.} and {a{;,a[ } comprise arrival bounds on

separate subflows model the internal routing of messagedlows entering and leaving service elements respectively

in the system.

Migrating the DNC framework from network communi-

and where{Ua,La} account for external flow constraints
and additive effects from packetizing.
Bounds on remaining processing resources are propagated

cation to the task communication in embedded systems in-from higher to lower priority tasks, i.efy = BB, + Ub
volves re-interpretation of some of the element types aboveandf. = BB| +Lb, whereB is a stable matrix with boolean

and modification of some as well. Network service ele-
ments naturally bound output flovi® below corresponding
input flowsR, i.e.

R(t) <R() (4)

This is not generally the case for tasks in an embedded sys
tem, since a single input message may stimulate the trans
mission of a variable number of output messages. We sug-

gest scaling factorS associated to pairs of corresponding
input and output flows. Consider a number of flojfs}
entering an ingress buffer of some tasgroducing a num-
ber of output flows{g;} in return. Each message frofm

is then assumed to produaf? messages tg;j. Scaling fac-

entries defined by priority order, vectoffu,B.} and
{B{;,BL} comprise service bounds passed on and received
by service elements respectivefyJ b, Lb} account for ex-
ternally given bounds on processing resources. Compos-
ing mappings 5 and 6 with the affine transformations above

gives an overall system mappifglefined by 7

For acyclic dependency a finite number of applications of
the overall system mappinig produces flow and service
constraints in an order defined by the dependency graph.
When dataflows are cyclic or are directed from lower to

tors are allowed to be non-integer in which case the effecthigher priority tasks under processor sharing, cyclic depe
of packetizing can be accounted for by adding/subtractingdencies between constraints appear. In that case constrain

the size of one packet to the upper/lower constraints.

4 Performance Analysis

are given implicitely by 7 as a fix point to.

5 Theoretical Basis

Considering a service element generating an output flow ~ From a theoretical perspective we should ask for exis-

R’ in return for an input flowR bounded as in 1. When ser-
vice is bounded b3, andpy the output flowR is bounded
by a; anday;, where

af () = inf {aL(u)+Bu(t-u)} )

ay ()
= inf {sup{ay(u-+Vv)—PBL(V)}+Bu(t—u),Bu(t)}

o<u<t v>0

as given in [5]. Likewise remaining processing resources
are bounded bf}; andp{, where

Bu® = sup{pu(u)-au(u)} 6)
Bu®) = sup{Bu(w-ai(u)}

In [5] such bounds are propagated along job flows for sys-

tems with acyclic task dependencies, i.e. bounds may be

propagated from one end to the other. It is readily verified
that linear separation is invariant to the propagation form
lae 5 and 6. Thus linear separation for external flows imply
the same for internal flows.

Flow between tasks may in our model be scaled (by fac-

tors STJ-) and aggregated so that flow constraints are com-

putationally propagated through affine operators,dig =

tence and uniqueness of solutions to 7 as well the interpre-
tation w.r.t. arrival and service boundedness. Finally an
algorithm solving 7 in some reasonable sense is desirable.
We shall subsequently leave out the question of existence
and establish results for uniqueness, interpretation &nd a
gorithm.

5.1 Uniqueness and Algorithm

Inspecting the mapping

(ag™ ol BY B =T (af,af B, BT, Ua, La,Ub, Lb)

(8)
reveals that™ is monotone in each of its components if
relations (<,>,=) are defined elementwise for vectors
and pointwise for real functions. H-,—,0 denote non-
decrease, non-increase and invariance, we may describe the

monotonocity of” by the 4 by 4 matribxs

+ 0 + — | + 0 + -

O + - + ] 0 + — +
S +—+0|+—+0(9)

-+ 0 + | - + 0 +

indicating f.ex. that}™! does not decrease wit{} and

thata(}"* is invariant to changes ia] etc.



Assume the existence of one or more finite positive solu- afy,a; associated to some floR: for any flow R where

tions to 7 and let o <t R=r afj for some non-negative timé there is a

continuationa; < R" < oy, defined for allt > 0, so that

X' = (ag,ag, By, B) = (min(ay ), maxaL ), min(By),maxP)) RT(t) = R(t) forall 0 <t < T. And likewise for service
(10)  constraintg3;,B;. Such an assumption is fulfilled by e.g.

where min and max are taken over all solutions of 7. convex (concave) constraints. We have however not so far
Also assume the existence of an initial poirt = been able to characterize exactly the loss of generality in-
(ad,ap,BY,BY) so that troduced in this way and leave that question for future re-
0 x 0 x 0 x 0 * search.
(ag <ag,op >of,By < By, B = Br) (11)  We introduce the imaginary networkhaper elements
and Cq;, o for each flow in a given system, so that for=
sup(T >0 |of =1t R=71 af) } we defineR = Cy» o+ (R) =
ahafat<olBh BB <R 12 gy T R R e
then the sequende(),a}, B}, B} fulfills is defined equivalently for services.
Any flow and service propagation is then imagined to hap-
(af <af,af >af,B5 <BY.BL>B) (13)  pen through corresponding shapers. Since all inputs to ser-
vice elements in this case are constrained according,to
as well as so are outputs and in turn all inputs to shapers. Since inputs

to shapers are constrained according'tsshapers have no
effect on traffic flows and services. Therefore flows and ser-
vices are provably constrained g

(™ >al, oMt <o, B <BY.BITT>PBL)  (14)

which means that the iterands of 8 converge‘tavhich is
therefore itself a uniquely determineeéstfixpoint of low-
est upper bounds and highest lower bounds. 6 Example

5.2 Initial point Performance analysis is illustrated with a simplyfied ab-
straction of the information retrieval transaction ddsed

Our result so far relies on the existence of some initial @00ve as en example. As shown in figure 2 two tasks are
pointx? fulfilling 11 and 12 as well as at least one positive
finite solution to 7. Under linear separation (3) an appro- ?éﬁﬁi‘;{ime”‘
priate initial point exists sincE has fixpoints of linear con- ¢ C
straints for linear external constraints. This fixpointisfd
by solving flow equations for the vectors of upper and lower (C
ratesAy,A.,By,BL defined in 3, i.e. Ay = (I —A)~rf), 2
AL = (| 7A)7lrf‘, By = (| — B)*l(rg —F AL) andB_ =
(1 —B)~Y(rB—F Ay), where vectors},r*,r§,rB contain

Controller 9% N Netw. Int.

external upper and lower traffic and service rates Bne Intormaton roples NIC - ormation
{F;j iff flow j enters task}. Sincex? = (Ayt, A t, But,BLt) T l requests
constitutes a fixpoint fof under linear external constraints,

monotonocity properties 9 df implies thatx? fulfills 11
and 12. Figure 2. Simplified architecture for LAN ac-

We have in this way established the uniqueness of a best cessible controller unit.
fixpoint x* and the existence of an iterative algorithm 8 for

finding it.
) ) ] ] defined; controller (1€) and network interface(tN)along
5.3 Interpretation of Fix Point Solution with corresponding message buffers. Two external flows
are definedmeasurement requestadinformation requests
DNC establishes for some solutigh= (ayj, o}, B, B}) from the LAN. An independent network interface controller
to 7 thato <R <afj andBf <S <Bj = af =R <qj (NIC) with FIFO acts as message sink.

andp; < S < B, which however is a tautology not suffi-

cient to prove compliance of flows and services to the ob- 6.1 Network modelling

tained constraints*.

To prove compliance w.rt. a fixpoint® we shall im- 1€ serves two input flows; the measurement fltfvvand
pose the following assumption on upper and lower boundsa flow of information retrieval messagég = g? from N,



(Notation f and g is used to distinguish input and out-
put flows respectively. Subscripts denote flow indexing,
whereas superscripts indicate task association.) Informa Final upper esii
tion retrieval messages flow throud}l to t™ and are for- N

warded tot© throughf$ = g). Reply messages fronf
flow acrossg5 = f) to Ty and produce a direct flog) to :
the NIC FIFO. Every 30 th. measurement is sent to the net- ¥ is0
work interface, through the flogf = N to T and finally
by g§ to the NIC.

All together non-zero scaling factors includéﬁl =1/30,
$,-1,9,=1,9,=1andsy, = 1. SR N
We assume in this example a non preemptive fixed priority

scheduling discipline, where tasks are defined to be ready, Figure 3. Iterates of fix point iteration for flow
whenever ingress buffers are nonempty. In the presented and service constraints.

example it is assumed thdt has priority overrN. Locally

tasks serve inflows from a common buffer in a FIFO disci-

pline.

Final upper estim:

fal linear esfimate,

flow constraints

Initial linear lestimate

. . 5
20 Final lower egtimate Final lower estimatg

6.2 Numerical results

c==T,
i<M
ii=i+1,
c:=0

Numerical results are given for the example in figure
2. Message processing times are set to 5 generally. Ex-
ternal flows are assumed to have affine constraints, i.e.
C(lsJensor: 1/10 + 1, C(Eensor: 1/10 — 1 and chr}etwork _
1/40t + 5,aPeWork— 1/40t — 5 given in units of messages
of length 5. Note that upper and lower rates are assumed
equal. Summing over all rates gives a system utilization  Figyre 4. Timed Automata Model of Token
5(1/10+ 1/40+ 1/10/30+ 2/40) = 0.9, which may be Bucket Filter
characterized as heavy load.
A coarse solution through ADNC is provided by assum-
ing affine internal traffic and service bounds and using only
upper traffic and lower service bounds. More informa-
tion on ADNC is found in [3] pp. 104. ADNC vyields
a solution (in units of CPU time):[105 280 for back-
logs inTc and[31 396 191in ty. Delay estimates forc
andty on 200 and 1330 are obtained. Transaction delays
are found by adding individual task delays along transac-
tion paths. Foinformation retrievala maximum delay of
1330+ 200+ 1330= 2860 is found. CyNC provides back-
log estimate$5.5 5.5] and[12 65 63. Delay estimates for
Tc andTy on 6 and 337 are obtained, which are all signifi-
cant improvements to ADNC. Aggregating obtained upper
bounds for flows taN leads to an upper backlog bound in
this buffer on 113. Transaction delay fbrformation re-
trievalis 680. Iterates of the fix point iteration 8 are shown
in figure 3 illustrating how upper and lower bounds diverge
monotonously from the initial linear estimate as predicted
in section 5. A timed automata model of the presented ex- .
ample is constructed and UPPAAL [10] is used for simula- 7 Complexity Issues
tion and model checking. The UPPAAL diagram of a token
bucket filter modelling affine flow constraints is shown in ADNC requires solving a system of an order matching
figure 4. Simulation results show backlogs in the controller the number of flows) defined in the system. Linear sys-
queue< 2 and< 4 messages in the network queue, which tems are solved in®+ n? floating points operations (flops).

may indicate that the obtained bounds are somewhat con-
servative. Model checking has been applied to timed au-
tomata model and exact backlog bounds 2 and 7 messages
have been found for the controller queue and network queue
respectively. The exact result indicates how extreme state
are not likely to be revealed through simulation as well as
the quality of the CyNC results. CyNC results fdr are
seen to be tight, whereas fot! CyNC results are reason-
able tight when comparing individual backlog results with
the overall model checking bound. However the aggregated
result is more than 3 times higher than for model checking.
A possible reason is the lack of phase information in the
CyNC model preventing it from accounting for the obvious
phase relations between flovi§ and ) in the presented
example.



In the presented example this amounts to 150 flops.

presented approach to other scheduling disciplines is post

CyNC requires numeric iteration in a space of constraint poned to future work.

functions. It is believed that the required number of itera-

tions for a sufficiently precise solution does not depend on References
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